-

-

Pl ﬁuleim 4

daaigl) ¢ Al S
Gl s R pmlad) 1 ol 7 2
o) ) 1 Ayl v

o lua a1 alad) ALY ax,/l_/’l glelléinayllg
Jieaala g.d.d\ Ja gall S S i Wb B S S i Mot

Moo

N

Gl ) sean

<

alad) Sl g all anlatl) 3 ) 5
PENEAIIPNPA PR R B PEN

%

Clalal) acd 1 Janll OLSA/

Balall ducuy jal) ddadd) jlad) 3 laiad

rlla taaa o0 Y
HoopoeY « «+ A+ @hotmail.com P9 ASNY )
cilaglre Aialy udids Balall and

Jualll ) jie

Ahpa e callal) cpSad ccnbibd) Agiafy bl Salad Asla) o alaally cullal) Ciy s

Adgjaall alibal) Aglas 5ok cafpandly 4SSl Lgilua)jlsdg pddal) ()b Jualy
Al e Aduiyally

salal) alaal

ilally cibagiaall Aa) bsi . AauadlSlly Lgia sl gty SRl 5ok Aua
AN A e Alually bl o5 iy dplal) daliil A Al jaal)

5alall Apld¥) Jaaaliit

References:

V. Applied Cryptography by Schneier, B. Y« 4
Y. Security in Computing, Textbook by Pfleege Y+ Y.

Aagial) casl)

Data Base Security By Pfleege.
Network Security by Pfleege.

2.9 J&\ JJL&AAM

A lazey) e b ) | Al Cheal | ol Jual
] Ja¥)
% o« %\ % % ¥ . %




-

\_

e 3«»@“ 4

duwaigld) - ALY

dagl ) 1 Ada )
la daaa s ; ‘“;IM‘ palaal) euu‘

o leca (uda ‘é.d.d\ il
sala 1 alall Ja gal) k
LAEVIREN (w.é r Jaadl lsa

\!

9 " Qg
597
?
a2 \
Z
: '
<

lLell puLe’ill 4ylig
«% Lolellciaylg

Gl Ay sean
bl jall g @ gaalad) 1 Al ) ) bl sl el aalatll 3 ) 5
: salal) a5l 5 Gl Slea

<

%

/

5alall Ay i) Adadl) §ylaiiad

=Uaadlal) Bkl g ,atl) salal) ey il 3
[l ..“ | - ° & i
Introduction to encryption and Data )
security: \ERETART R
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¥.¥ Rivest-Shamir-Adelman vy
(RSA) Encryption review.
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¥.¥ Rivest-Shamir-Adelman vé
(RSA) Encryption Algorithm
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¥.A.Data Base security 14/.0/Y Y0 v.
¥.4 Computer network security \ARARALS m
vy

Y.V » Communication Security

hY/h‘/*h\a

s dpand) @

2 ) a8




-

The Ministry of Higher Education

& Scientific Research

Republic of Iraq

\ /University: Diyala

College: Engineering
PO Department: Computer and S/W
3;4‘ ? Stage: ¢th class
L,_" pule’ill 4jljg Lecturer name: Huda M. Saleh
’qﬂ% glelléiiag Ilg Academic Status:Asst.Lecturer
& Quialification: MSc.

Place of work: Computer Dept.

J

\

~

/

Flow up the implementation of course syllabus

Course Instructor

Huda Mohammed Saleh

E_mail

HoopoeY « <A+ @hotmail.com

Title

Cryptography & Data security

Course Coordinator

Course Objective

Introduce students to the basic principles of Cryptography & Data

security. Introduce students to the different type of cryptography
Algorthims ( Classic & Modern Method )

Course Description

Study the different of Cryptography type, as well as the study of
different type of cryptography Algorthims ( Classic & Modern
Method ). Data Security for storded data & (Data Base ) &
Secure Data Transmited through Networks.

Textbook

References:

V. Applied Cryptography by Schneier, B. Y+ 4
Y. Security in Computing, Textbook by Pfleege Y« \¥,

Data Base Security By Pfleege.
Network Security by Pfleege.

Course Assessment

First Term | Mid-Year Project

Ynd Term

Final Exam
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Course Weekly Outline

week Date

Topics Covered

Lab. Experiment

Assignments Notes
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Introduction to encryption

and Data security:

B TARYARS

\.Y Characteristics of
Computer
intrusion

YoVE/N /Y

V.Y Kinds of Security
Breaches

YOVNE/N oYY

V.Y The points of security
Vulnerability - Attacks
on

Hardware- Attacks
on Software - Attacks on
Data

° YOVE/N Y/

V.¢ The people involved

Vol yavena.

\.® Methods of defense

YOVENNNY

Classification of cipher
system

V.1 Secret key systems.
V.1, Conventional
System ( classical)

V.Y Modern Systems

YOVE/N /XS

V.V Public key Systems

\ERETARIZR

V.Y.Y RSA

V.V.Y Knapsack.




Ve Y.} Encryption systems:
¥.) Monoaphabetic
cipher (substitution)

YOVNE/NY A

X ¥.Y Transposition

(permutation)
\FRETARALS
\ Y ¥.¥ Stream and block
cipher
YoNE/NY VY
v ¥Y.¢ Characteristics of
ERETARAL Good ciphers

)¢ Y V0/uN/v0 Holiday

Ve -

R B --

Half-Year Break
Wl yy/oerare Y.¢ Cryptanalysis
' A Secure encryption
YE/LX/YaN0 systems:

V4 Y.\ Define & Type of
ARAARAL such system

[N Y.\ Prosperities of
A AAARRE Arithmetic

Y ¥.Y Public key systems
A AAARRE Intoduction

Yy ¥.Y Public key systems
YE/ ¥/YeNo Algorithms

vy ¥.Y Rivest-Shamir-
Adelman (RSA)
Encryption review.

LAV JARRT

Y ¥.Y Rivest-Shamir-
Adelman (RSA)
Encryption Algorithm

AR TARR K

Yo ¥.¢ Single key

(Conventional) Systems
YE/vE/Y N0

Y ¥.¢ Single key

(Conventional) Systems ¥
YV/et/Y N0
Yy ¥.® The Data Encryption

YA/ §/Y Ve

Standard(DES)




Y. Security involving

YA
ve/ie/¥iNe programs

va Y.V Protection Services

for users of operating

M JARRL) systems

Yool vaemare ¥.A.Data Base security

" ¥.4 Computer network
WEARRL security

vy ¥.V « Communication

VYO Y Ve

Security
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