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4. Objectives 
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• Message Authentication. 
• Authentication Functions. 
• Message Encryption as Authentication. 
• Authentication based on Hash Functions. 
• Basic Functions of Hash Functions. 
• A Few Simple Hash Functions. 
• Birthday Attacks. 
• MD5 Hash Algorithm. 
• Secure Hash Algorithm (SAH). 
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4.3 Message Encryption as Authentication  
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4.4 Authentication based on hash functions 
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4.4.2 A few simple hash functions  
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4.4.4 MD5 Hash Algorithm 
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4.4.5 Secure Hash Algorithm (SHA) 
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4.4.5 Secure Hash Algorithm (SHA) 
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