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4. Objectives 
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• Authentication Functions. 
• More to authentication than simple Encryption?. 
• Authentication based on Hash Functions. 
• Message authentication code (MAC).  
• Basic uses of MAC.  
• MAC based on Block Ciphers. 
• MAC based on Hash Functions. 
• Authentication Encryption. 
• CCM Approach. 
 



4.1 Authentication Functions 
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4.2 More to authentication than simple  
       encryption?  
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4.3 Message authentication code (MAC)  
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4.4 Basic uses of MAC  
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4.4 Basic uses of MAC  



4.5 MAC based on Block Ciphers 
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4.5 MAC based on Block Ciphers 
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4.6 MAC based on Hash Functions 
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4.6 MAC based on Hash Functions 
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4.6 MAC based on Hash Functions 
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4.6 MAC based on Hash Functions 
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4.7 Authentication Encryption 
 Authenticated encryption (AE) is a term used to describe encryption systems that  
     simultaneously protect confidentiality and authenticity (integrity) of communications. 
 Many applications and protocols require both forms of security, but until recently the  

two services have been designed separately. 
 There are four common approaches to providing both confidentiality and encryption 

for a message  M : 
       
       



15 

4.7 Authentication Encryption 
 Both decryption and verification are straightforward for each approach. For HtE, MtE, and E&M, 

decrypt first, then verify. For EtM, verify first, then decrypt. There are security vulnerabilities with 
all of these approaches . 

 
 The HtE approach is used in the Wired Equivalent Privacy (WEP) protocol to protect WiFi networks. 

This approach had fundamental weaknesses and led to the replacement of the WEP protocol. 
 
 Counter with Cipher Block Chaining-Message  Authentication  Code (CCM) is an example of 

approach  that is standardized by NIST  for authenticated encryption systems.  
 
 The CCM mode of operation was standardized by NIST specifically to support  the security 

requirements of IEEE 802.11 WiFi wireless local area networks but can be used in any networking 
application requiring authenticated  encryption.  

 
 CCM is a variation of the encrypt-and-MAC approach to  authenticated encryption.  
 
 The key algorithmic ingredients of CCM are the AES encryption algorithm , the CTR mode of 

operation , and the CMAC authentication algorithm.  
 

 A single key is used for both encryption and MAC algorithms   
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4.8 CCM Approach 

The input to the CCM encryption process consists of three elements: 
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4.8 CCM Approach 
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4.8 CCM Approach 
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4.8 CCM Approach 
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4.8 CCM Approach 
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