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3.1 Objectives
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• Prime Numbers.
• Fermat’s and Euler’s Theorems.
• Testing for Primarily.
• Discrete Logarithm
• Diffie-Hellman Key Exchange Algorithm.
• Security of Diffie-Hellman Algorithm.
• Key Exchange Protocols.
• Man-in-the-Middle Attacks.
• ElGamal Cryptosystem.
• Security of ElGamal Cryptosystem.
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3.10 Security of ElGamal Cryptosystem
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• The security of ElGamal is based on the difficulty of computing

discrete logarithms.

• To recover A’s private key, an adversary would have to compute

• Alternatively, to recover the one-time key , an adversary would have to

determine the random number k, and this would require computing the

discrete logarithm .

• It points out that these calculations are regarded as infeasible if is at

least 300 decimal digits and has at least one “large” prime factor.
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